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1.1 Enterprise IT Support Products, Services, and Customers

Computer Services

The IT Diredorate provides enterprise support
for centralized systems at our state-of-the-art
Bowie Computer Center. Within ouw Bowie
Computer Center we provide a wide range of
services including environmental systems, power
supdies, bulding seaurity, and hardware
placenent. Other servicesinclude the foll owing:

e providing console operations and tape handling
on the Unisys and DEC hardware;

e monitoring and coordinating batch processng of
critical systems;

e providing backup and vaulting for Unisys and
DEC;

e providing on-line printing, fiche printing, and
printout distribution;

e maintaining atapelibrary and vault;

e providing tape transfer and tape shipping
service

e maintaining the mmputer environment;

e oversedng the seaurity of the equipment, data,
and media;

e coordinating theinstallation of new equipment;

e maintaining a Disaster Rewmvery/Contingency
Plan;

e coordinating hardware maintenance ®ntracts;
and

» tracking trouble alls concerning equipment.

The staff at the Bowie Computer Center install s,
configures, and manages the central 1T resources
housed there. Thisincludes the following:

providing print and batch queue management;

managing user accounts,

managing system disks, user disks, and files;

installi ng software products;

setting up and configuring systems;
(continued)

e setting up and maintaining file systems;

* providing application and data migration, in-
cluding configuration analysis, hardware
upgrade @ordination and configuration services,
and managing software maintenance ontracts;

e maintaining and analyzing system security;

e providing backup and restore services (each cus-
tomer must provide required automated backup
devices);

e providing vaulting services (in conjunction with
Operations);

e maintaining the system and layered product
startup routines;

e troubleshooting user problems; and

e providing disaster recovery plans and backup
capabilities.

Computer Service resporsibilities also include
anayzing and improving the performance of
systems and sub-systems at the Bowie Computer
Center. The Bowie staff configures hardware,
colleds performance information, and ogimizes
centrally located systems. Functions of this daff
also include:

e colleding and analyzing performance manage-
ment data and providing quantitative measures
on the use and optimization of U.S. Census
Bureau computer resources;

* determining and analyzing existing computer
capacity;

e recommending hardware configuration changes
to maximize performance

e providing measures for evaluating processng
options;

e anticipating future resource requirements based
on past use aswell as other information;

» helping resolve performance problems;

e asdsting in database programming development
and support; and

e supporting tape operations and management.
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e maintaining enterprise applications by
migrating and updating versions as well
as patching them to ensure continuous,
fault-free operation;

* integrating enterprise applications with
U.S. Census Bureau servers and network
operating systems;

e providing Local Area Network managers
with standards, installation and upgrade,
and other critical infor mation;

e supporting the telecmmunication re-
quirements needed to move servers and
workstations to the Bowie Computer
Center; and

* helping develop the Requirement Initia-
tives and emerging tecnology require-
mentsto exeaute I T Plans.

The Telecommunicaions gaff designs,
manages, and maintains Novell NetWare
and Microsoft Windonvs NT servers that
provide enterprise-wide services, including
eledronic mail, calendars, and help desk
functions. Our Telecommunicaions mis-
sion includes researching and developing
methoddogies to automate management
functions, introduce new techndogies, and
investigate new operating systems. For
example, the following are ongoing efforts
to improve our services:

Network management is provided through a
Network Operations Center; some examples
of these services are the following:

* planning and implementation support for
moving U.S. Census Bureau users from
cc:Mail to Lotus Notes M essaging; and

e developing a Business Case Analysis to
expand the use of videoconferencing
throughout the U.S. Census Bureau.
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* monitoring network use, identifying
network problems, performing fault
isolation and troubleshooting, and sending
alerts concerning network problems;

e helping Wide and Local Area Network
teamsresolve network problems;

e working with the Computer Support
Center to maintain the list of user accounts
and controls the rights assgned to these
accounts;

e auditing network use;

e managng the infrastructure configuration
(hubs, trunk lines, and some NetWare and
NT servers);

e researching dternatives ® that a new
requirement is anticipated, tested, and in-
stalled whenever the requirement bemmes
a reality. Services include network mon-
itoring, planning, maintenance, and doc-
umentation;

« performing network capacity planning;

e tedtingtraffic loadsfor new applications;

e establishing tods and functions of network
monitoring for the National Processng
Center and the Decennial program area,
which includes daring databases and
providing for redundant operations during
critical times;

e generating statistical reports conceming the
network’s health; and

e colleding network traffic trend data.

The Network Operations Center also pro-
vides <aurity management through the
following services:

* helping to administer and safeguard U.S.
Census Bureau network resources;

e maintaining system seaurity by monitoring
thefirewalls, seauring I Ds, etc.;

e conducting routine seaurity audits, and
tracking audit performance and

e developing and implementing secured De-
Militarized Zone configurations for exter-
nal user access

The Network Operations Center includes a
Wide AreaNetwork staff with functions that
include:
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We dso provide dedicaed Oracle Software
and systems analysis and design consul-
tation services to program areas to help
design, develop, and implement database go-
plications. Key services and functions of
this daff include:

e maintaining and supporting the U.S.
Census Bureau’'s Oracle site license,
including disseminating and supporting
18 Oracle productsto the program areas,

e providing systems Dftware support for all
U.S. Census Bureau standard database
management systems;

* providing technical asdstancein advanced
database application programming and
problem resolution;

e researching database technology;

e evaluating performance and performing
preventative maintenance deckups on
program area database applications; and

e registering students for classs at Oracle’s
training facili ties.

The IT Diredorate suppats development of
a workforce that is well trained and skill ed.
As such, we provide onsite computer-related
training to U.S. Census Bureau personrel.
IT training is avalable both orsite (as
conventional clasgoom courses or as $lf-
pacel training) and onthe Intranet as Web-
based training for UNIX, C, the Internet,
Microsoft Office, and aher desktop
software padkages that most U.S. Census
Bureau employees use. The IT training staff
aso works with program areas having
unique training needs to provide curses to
med those neads. The IT Diredorate offers
centrally funded SAS and Oracle onsite
training and has funded Oracle training
taken offsite & any Orade training center.
Spedal programs, such as SAS Institute's
Enterprise  Public Training Offer, are
available, alowing U.S. Census Bureau
employees to take aty course offered by the
Institute & any of its pulic training
fadlities. We dso provide other programs
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to med the ontinuing educaion and
research needs of U.S. Census Bureau
personrel; these programs include:

e Gartner Group Research and Datapro
Sservices;

e gpedal programs, such as the Tednology
Seminar Seriesand vendor shows;

e publishing the Census | T Bulletin; and

e maintaining the U.S. Census Bureau’'s
training portion of the Intranet.

The IT Diredorate suppats U.S. Census
Bureau operating systems, ranging from
microcomputers to mainframes, and po-
vides system administration suppat for the
enterprise printers. Our Systems Suppat
staff reseaches and develops, evaluates,
validates, maintains, and (where gpro-
priate) acquires vendar-suppied operating
systems and aher software. We provide and
maintain a number of system software
padkages, including language @mpilers,
procesors, and dher library software.
Related functions include:

e supporting Unisys mainframes for the
U.S. Census Bureau and the National
Ingtitute of Standards/Economic Develop-
ment Agency;

e troubleshooting hardware and software
and resolving problems for the Computer
Services Staff;

e supporting user software;

e supporting U.S. Census Bureau high-
sped laser printers;

e supporting (through the DepCon software
for print servers) all print queues
requiring multi-platform (e.g., Novell,
UNIX, DEC VAX/VMS, and Unisys)
printing acrossthe network;

* researching and evaluating operating
system enhancements and new operating
systems; and

e researching and developing projeds sich
as the U.S. Census Bureau’'s enterprise
data backup system, and enterprise level
software such as PC DOCS or Microsoft

OfficeSuite.
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 maintaining the official web site,
www.census.gov, as well as its 60,000+
documents, its email system, Federal
Telemmmunications Protocol (FTP) server,
E-Commerceserver, and news g/stem;

e« monitoring and regularly maintaining the
seaurity of the web site as well as other
public network systems;

e coordinating, through monthly meeings,
web site @ntent with many of the U.S.
Census Bureau’s 350 diseminators and 40
coordinators;

e establishing web site standards, ensuring
uniform presentation and constant seaurity;

e installing operating system patches on a
regular basis and monitoring potential
systems vulnerabilities through certifi-
cation advisories and bug track noti-
fication;

e helping maintain auxiliary applications,
including Federal Statistics and TIGER"
maps;

e developing public network applications for
the U.S. Census Bureau, including online
guestionnair es and online mmmerce;

* maintaining the U.S. Census Bureau’'s
primary Intranet server, cww.census.goy,
and

e conducting monthly training classs in
“neal to know” Internet technologies for
U.S. Census Bureau disseminators and

coordinators.

Also within the Systems Suppat operation
we have a Desktop Software Center that
researches, creates prototypes, aajuires, and
disseminates information and products for
day-to-day desktop microcomputer opera-
tions. The staff plays a maor role in the
corporate purchasing, administering, and
distributing of various products to U.S.
Census Bureau end-users. The Desktop
Software Center also helps maintain, de-
velop, and pomote the U.S. Census Bur-
eass Intranet web ste ad associated
Intranet applications. They also:
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* providetednical research, which includes
running the center, testing software, docu-
menting findings, and making recommen-
dations;

e support acquisitions, which includes
working with Local Area Network man-
agers, vendors, the IT Standards and
Uniform Products Program, and the pro-
curement office to coordinate acquisitions
and deployment, as well as provide
administrative guidance

e provide and maintain efficient software
distribution methods for assgned enter-
prise desktop software;

* provide development and consultation for
Intranet and desktop database applica-
tions; and

e coordinate and maintain the U.S. Census
Bureau Intranet page and the IT Intranet
web site.

The U.S. Census Bureau s customers, bah
internal and external, need easy and rapid
acesss to data that is better documented
and more useable. To med these require-
ments, the Systems Suppat staff is leading
the dfort to develop a Corporate Metadata
Repository. Metadata is smply data éou
data. Metadata can include, for example, a
guestion on a survey, spatia data for a
courty, or a formula for recording em-
ployment.

Our business processes touch metadata
throughou the survey/census cycle, from
design through dssmination. However, at
present, metadata is not caaoged urtil the
dissemination plese, when metadata is in-
corporated with U.S. Census Bureau dissem-
ination systems and products. We ned to
establish a new approach where metadata is
caaoged a eat phase in the life cycle so
that metadata can provide alded value
throughou our businessprocesses.

The U.S. Census Bureau has metadata dis-
tributed throughou its survey and census
applicdions on a project-by-project basis.
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Balanced Scorecard is in Sedion 1.2.The
Customer Suppat Office tracks, monitors
and reports progress concerning the
Balanced Scorecard. For current progress
plesse see sedion 3.0, Performance
Measures.

Infor mation Resource Management

The Chief Information Officer is account-
able to the agency head, the Department of
Commerce and dtimately to the U.S. Con-
gress A new entity in the IT Directorate has
been established to provide dedicaed sup-
port to the Chief Information Officer. This
staff serves as the U.S. Census Bureau's
policy and support office for all Information
Resource Management adivities. They de-
velop Bureau-wide priorities, coordinate re-
view efforts with ather internal control and
planning activities, derive standard meth-
oddogies for colleding information, and
prepare reports on the status, trends, con-
clusions and recommendations relative to
Information Resource Management within
the U.S. Census Bureau. This gaff has the
foll owing functional resporsibiliti es:

e providing Bureau-wide guidance and
policy on issuesrelated to the U.S. Census
Bureau’s drategic and operational
planning processes,

e monitoring programsto ensure that issues
dealing with IT seaurity and related poli-
cies, contingency backup for the ceitral
computing site(s), eledronic commerce
and mission critical systems being Y2K
compliant are integrated into the overall
IT planning process;

« facilitating the financial production for
the annual Bureau-wide Strategic and
Operational IT Plans;

e interpreting the intent of IT-related

legislation, policies and guidelines estab-
lished by the Congress Office of Manage-
ment and Budget, General Accounting
Office Department of Commerce and
other agencies isaing regulatory doc-
uments;

(continued)
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o formulating, implementing, and admin-
istering program reviews in the interest of
benchmarking and best practices known to
similar industries,

e coordinating, reviewing and recommending
approval for all Requirements Initiatives,
Benefit/Cost Analyses and lifecycle manage-
ment plans that are identified as major
systems or exceal the U.S. Census Bureau’s
$10 million approval threshold, thus calling
for approval by the Department of Com-
merce

e coordinating and supporting the activities of
the IT Review Board, an exeautive pand that
seleds, controls and evaluates IT capital
investments;

» researching the usability of various meth-
odologies and assssment toals to identify the
IT baseling, createan I T portfolio and link to
the budget planning cycle; and

e providing owersight of Return on Investments
for U.S. Census Bureau projeds to deter mine
percentage of programs within 90% of their
estimated costs, performanceand schedule.

Information Systems Support and Review

The IT Diredorate has a small staff in pace
to suppat the IT misson by providing IT
budgeting, procurement and administrative
suppat. The functions of this gaff include
the foll owing:

e reviewing procurement requisitions to
ensure they comply with current U.S
CensusBureau IT plans;

e asdsting program areas in developing
Requirement Initiatives for their IT ac-
quisitions, including hardware, software,
and teleammmunications, working closely
with each of the program areas to ensure
that they present a solid business case
consistent with oversight requirements of
the Assciate Director for Information
Technology and the Department of
Commerce and

e supporting the IT Directorate’'s admin-
istrative nedls, including posting standard
operating procedures on the U.S. Census
Bureau’s Intranet.

Enterprise Information Technology Support
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N

IT Goals & Strategies

VI Ve

Business IT (Strategic)
Balanced Balanced
Scorecard Scorecard
IT Misson
. . Provide U.S. Census
Financial Bureau employees
and customerswith
the apability to
readily acquire,
A Customer organize, share, protect,
dissemi nate,and store
the information
needed to accomplish
Internal their jobs
a Process
Learning . | T Customer
A & Growth
Internal
L Process
Technology
Organi zation/
People

Goal 1: Increase our customer’s trust by
involving themin thel T processes.

Strategy 1: Develop Service Level Agreements
(SLA9and performance metrics,and access
results of customer satisfaction relaiveto
their expectations.

Goal 2: Provide aistomers with the techna ogy
to accessand shareinformation easily and
seamlessly from any location

Strategy 2: |mprove the operating environment
by consolidating appropriate computer
process ng equi pment in the state-of-the-art
Bowie Computer Center.

Strategy 3: Improve local and widearea
networks to make them robust, religble,
scalable, and secureto meet future needs.

Strategy 4: Standardize desktop workstations.

Goal 3: Improveour information systems’
ability to support our business processes.

Strategy 5: Improve and expand e ectronic
survey data allection, capture, and
processing systems.

Strategy 6: Improve dectronic information
dissemination to the U.S. Census Bureau's
cusomers.

Strategy 7: Solve the Year 2000 (Y 2K)
problem.

Strategy 8: Redesign legecy sysemsto
operate in an open systems environment.

Strategy 9: Suppart implementation o
re-engineered business processes.

Strategy 10: Usetechnology to deploy a
“Digital” U.S. Census Bureau andreduce
respondent burden.

Goal 4: Enhancethe information technology
skills of our employees.

Strategy 11:Develop IT persomel resources
to support the aurrent and future technology
needsof the U.S. CensusBureau.

IT (Operational)
Balanced
Scorecard

Aspectsto Measure

IT Customer Perspective
*Return on Investment
*Support costs

*Y2K Resolution
*Security

*Network Performance
eUser Support

*Customer Partnership
*Procurement

*Customer Satisfaction

Internal ProcessPer spective

*Network Performance
«Data Center Operations
*Planning

Tedhnology Perspective
*Technical and A pplication
Architecture

*Applied Research & Technology

*Technology Access

Organization/People
Perspective
*Workforce Competency
*Employee Satisfaction and
Retention

Figure 1: The Balanced Scorecard
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I
Program
Servers DEC, %E
SGI Users, PCs,
W orkstations
‘ Program
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Reglpnal 3 | e | — UNISYS,
Office g Network DEC, SGI
LANs s :
T Operations Center ‘ @
: -
Ad
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i Computer
- Center
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| Figure 2: Current IT Architecture I
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The Bowie Computer Center's misson
requires that criticd processng operations
be available on a24 hous/day, 7 days/week
basis, to include the DEC, Unisys, IBM and
other UNIX platforms and their associated
telecommunicdions assts. The IT Direc-
torate's goa is to establish a @ordinated,
comprehensive plan for computer and
telecommunicaion services and business
cortinuity that encompasses al | evels of the
organization and includes procedures to
implement this at the gplicaionlevel.

During FY98, an evauation d multiple
recovery aternatives was done to determine
which best meds the U.S. Census Bureau's
requirements, performs within a reasonable
budget, and minimizes the risk of disrupting
critica processng functions. We will i ncre-
mentally add elements to the new IT
architedure; and in FY 1999 the IT
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Diredorate will put in pace & Enterprise
Data Backup strategy. We will use remote
systems management and generalized
commerciadly-available system manage-
ment todls to run the distributed open sys-
tem environment. These tods will enable us
to manage more systems with fewer people
overal. Standard desktop configurations for
both hardware ad software will be
completed in the near future.

We ae putting into place businessprocesses
that did na previously exist. Maor sys
tems, bah existing and rew, will have to be
presented to and approved by the IT Review
Board, whaose members will ensure that the
IT systems in pace & the U.S. Census
Bureau conform to existing standards and to
the future IT architecture.

Enterprise Information Technology Support
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Client: The client sits
outside the Application
and IT Suppat levels.
The client may be
internal  (U.S. Census
Bureau employees) or
external customers. The
client can aacess other services through the
Interchange Services. Security Services will
probe the dient and determine which services
are appropriate for them.

___ Interchange  Services:
“'||  The Interchange Services
will enable the dient to
acass the other services:
Processng; Toolsand Ap-
. plicaions;, Metadata Re-
RS pogitory;  Security;  and
) ‘gﬂ]i""lbﬂ'llrlllrll“-'-'_]“ Data and Documentation.

R Examples of Interchange
Services are the Internet and the U.S. Census
Bureau Intranet.

Processing Services: These
provide platforms and base
software dlowing the client
to process data. In general,
the core processing for U.S.
Census Bureau surveys and
censuses will occur here.
This processing will likely
nedl the data from the User
Data and Documentation Services and descrip-
tions from the Metadata Repository Services.
Furthermore, processing might require User Ap-
plicaions, such as the Data Access and Dis-
semination System, IT Tods and Applications
Services, or Data and Documentation Services.

User Tools and Application
Services’lUser Data and
Documentation Services:
These dlow the client to
acaess application tools, data
sets and documentation for
specific surveys and cen-
SUSES.
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Metadata  Repository
Services. The Metadata
Repository will  cortain
information  describing
survey or census designs, processing, and chta
sets. It may contain the definitions of variables,
methoddogies, and techniques. In addition, it
may contain relationship information necessary
to tie definitions, data, and methodol ogies across
surveys.

i ) Seaurity Services: All clients
\\M\E will be required to accessthe
”' Seaurity ~ Services  before
proceeding to cther services.
Sensitive data will only be
acessd through a firewall.
Clients will only be dlowed
acaess to data, tools, and

documentation to which they are entitled.

Tods and Application
ServicesslData and Doc-
umentation Services. These
provide office aitomation,
media services, imaging ser-
vices, dectronic data inter-
change services, as well as
document management ser-
vices, data achiving, etc.

Whether employees are assessng survey
results, answering customer questions, or
providing services for ecnamic and stat-
sticd data, the quality of their efforts often
depends on their ability to quckly collea
and access information in a useful format.
With thisin mind, the U.S. Census Bureau is
developing an IT environment for ourselves,
our business partners, and the pullic, where
information is colleded and captured
acarately and eonamicdly, managed
effectively, used dften, and dsseminated
quickly. The U.S. Census Bureau will , over
time, move to eledronic data olledion and
dissmination, whereby most interna and
externa transadions are performed orine.

Enterprise Information Technology Support

18




20000perational Information Tednology Plan

Enterprise IT Support Milestones, FY 99

Estimated Actual
Description Start | Finish | Start | Finish Progressto Date
Date Date Date Date
Redesign Legacy Systems. Field
Automated Payroll System 03/98 04/99 05/99 | Completed.
Redesign L egacy Systems: 0398 | 05/99 05/99 | Completed.
Consumer Expenditures
Redesign Legacy Systems. Nation-
al Crime and Victimization Survey et ekl Uigkl) | Ceniples)
et LeE sy e SIS || ey | e 06/99 | Completed.
of Construction
Initiate Configuration HIHE RO ISEEE T
9 10/98 | 06/99 06/99 | Configuration Management
M anagement Processes
development.
Improve the Operating
Environment: Perform Seat 01/99 06/99 Unfunded.
M anagement Study
Redesign Legacy Systems: Projed sponsor isbacking off
Miscdlaneous projeds 03/98 09/99 thefinish date. Division Chief
will be mntacted.
I mprove the Operating Environ-
ment: Provide Hardware/Software | 11/98 09/99 Unfunded.
Upgrades
stems Support
Redesign Legacy Systems. Release 0394 1098 10/98 Rough draft and architecure
OSE for general use completed.
I mprove the Operating Environ-
ment : Delivery of Enterprise Data | 11/98 01/99 01/99 | Completed.
Backup system, Phase 1
Improve the Operating
Environment: Complete
AcceptanceTest for Platinum — e tzEn | Cemelerl
Software — Phase 1
g;ztr?a SENERIEIE DE 12/98 04/99 04/99 | Completed; many variations.
Pilot for Corporate M etadata .
Repository 01/99 06/99 Pilot to be extended.
Begin testing for knowledge gained Testing began asplanned in
in training 10/98 09/99 10/98.
Provide Bureau-wide Automated
Data Processng training: Statusas of End of Qtr. 2: 192
Continue Bureau-wide I T training 10/98 09/99 cour ses offered, 1632
in site-licensed, corporately successful course mmpletions.
sponsored, standard software
Provide Bureau-wide Automated
DRI Pz g ) Threeyear contract in place
Continue Enterpriseleaseof MS 10/98 09/99 sinceoyw% P
Office Computer Based Training '
for FY 99 and FY 00
Acquisition of Site Licenses 1098 09/99 Activity being _re—evaluated due
to lack of funding.

Enterprise Information Technology Support
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Enterprise IT Support Milestones, FY 00

Description

Estimated

Actual

Start
Date

Finish
Date

Start
Date

Finish
Date

Progressto Date

generation standard desktop

Upgrade equipment in three | T
clasg ooms

10/99

06/00

Provide Bureau-wide I T training:
Assss continuation of Computer
Based Training license (training a
the desktop), re-license based on
asessment

04/00

09/00

Re-licensing depends on
acceptanceand usage by U. S.
Census Bureau employees.

Continue Bureau-wide I T training
in site-licensed, Cor porately
sponsored, standard software

10/99

09/00

Will continue aslong as nedd
exists.

Standar dize Desktop
Workstations: Compliancefor
Microsoft purchases and upgrades

10/99

10/00

Pending FY 00funding.

Customer Support

ServiceLevel Agreements. Define
all IT customer support services by
program area

09/98

03/00

11/98

Will accomplish as SLAsare
initiated.

Servicel evel Agreements:
Negotiate Service L evel
Agreements

11/98

03/00

12/98

Negatiationsin process No
SLAsweresigned in 1998

Servicel evel Agreements:
Completefinal Servicel evel
Agreements (all parties sgned)

12/98

03/00

IT SLA for Deceannial and
Field in draft.

Complete I T Tecdhnical and
Administrative portion of
Profesdonal Development Program

06/99

06/00

In progress

Servicel evel Agreements:
Institute quarterly reviews/updates
of SLAs

10/99

09/00

Evaluate I T Professonal
Development program to
determineif it should be expanded
to ather parts of the Bureau

0100

09/00

Enterprise Information Technology Support
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3.0 Enterprise IT Support Performance Measures

The Government Performance and Results
Act requires us to develop performance
measures and tradk progress its purpose is
to bring private sedor management tech-
niques to government programs. The Office
of Management and Budget's guidance for
implementing this Act requires agencies to
set goals, measure performance, and report
on acomplishments. The IT Diredorate is
using an Operational Balanced Scorecard to

measure IT value and performance in key
areas that link to ou IT misgon, strategies,
and goals. The following tables depict our
Scorecard, links to ou IT goas and
strategies, and current performance. For
your convenience, we have repeded ou IT
Goals and Strategies below so you may
easlly naote to which performance measures

they apply.

relative to their expedations.

location.

future needs.
Strategy 4  Standar dize desktop wor kstations.

Strategy 7. Solvethe Year 2000 (Y 2K) problem.

Bureau.

Goal 1: Increase our customers' trust by involving them in the I T processes.
Strategy 1: Develop Service Level Agreements and performance metrics, and assess results of customer satisfaction

Goa 2: Provide customers with the technology to access and share information easily and seamlesdy from any

Strategy 2  Improve the operating environment by consolidating appropriate mmputer processng equipment in the
state-of-the-art Bowie Computer Center.
Strategy 3 Improve Local- and Wide-Area Networks to make them robust, reliable, scalable, and secure to meet

Goal 3: Improve our infor mation system’s abili ty to support our business processs.
Strategy 5 Improve and expand eledronic survey data colledion, capture, and processng systems.
Strategy 6:  Improve éedronic information disemination to the U.S. Census Bureau’s customers.

Strategy 8 Redesign legacy systemsto operatein an open systems environment.

Strategy 9 Support implementation of re-engineered business processes.

Strategy 10: Usetechnology to deploy a “ Digital” U.S. Census Bureau and reduce respondent burden.

Goal 4: Enhancethe infor mation technology skill s of our employees.

Strategy 11: Develop IT personnel resources to support the current and future technology neels of the U.S. Census

Customer Perspective

Link to...

Asped to Current

T T Measure Performance Measure Target Perfor mance
Goal Strategy

% programswithin 90% of cost Within Baseline being

estimate 10% established
Return on % programs within 90% of Within | Baselinebeing

1 1 I EEITETS schedule estimate 10% established
(RO % programswithin 90% of Within Baseline being

perfor mance objedives 10% established
% of support $ devoted to legacy 66% Baseline being

maintenance and operations established
E 3 SUTHEE =6 % changein H/W support costs TBD Bi.zela';l?;z(?g

% of systems migrated off Unisys 100% 78%
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Internal Process Perspective

Link to...

Current
Asped to Measure Performance Measure Target
T T Performance
Goal | Strategy
Average remvery time from
failure of the WAN during core 1 hour 15 minutes
5 3 Network hours(6am-6:30pm)
Perfor mance Average reavery tlmefrom _
failure of the WAN during non 1 hour 49 minutes
core hour s (6:30pm-6am)
3 6 Internet uptime 99.9% 99.9%
# o PCs supported / # of staff 300 785
2 2 # of configurations supported / > 23
Data Center # of staff :
Operations :
Frequency of cc_)ntmgency plan 1 per 1 per year
5 3 update and testing year
CPU Util. Rate (measure for TDB Baseline being
each of 16 systems) established
. % SLAsplanned that were 2 SLAsunder
L . g actually completed S review
Technology Perspective
Link to...
Asped to Measure Performance Measure Target e Gl
IT IT . 9 Performance
Goa | Strategy
Technical and % desktopsthat are “standard” 95% 90%
2 4 Application % ;
, procurement $ spent outside
Architedure of uniform product AV G
Applied Research & o No funds
2 5 Technology % of IT budget set for AR&T TBD budgeted this FY
Tedinoloay Access % of time | T Directorate uses
3 6 9y Internet/intranet to diseminate 90% 75%
infor mation
Organization/People Perspective
Link to...
Asped to Measure Performance Measure Target e
IT IT Performance
Goa | Strategy
4 11 Workforce % of staff with completed 100% Baseline being
Competency Individual Development Plans established
4 11 EmployeeSatisfaction | Employeeturnover ratefor | T <5% Baseline being
and Retention Directorate established
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Teleoommunications

Risks associated with providing telecom-
municaions sippat range from ensuring
that there is no retwork failure to the avail -
ability of resource requirements for new
initiatives and techndogica improvements.
The following are some of the risks that
have been identified.

One risk is that the U.S. Census Bureau
must maintain a single point of network
failure withou redundancy. We will nat
know abou redundancy falures withou
Network Monitoring. Not upgrading the
U.S. Census Bureau's network will render it
incompatible with traffic demands.  User
adivity will be affected dwe to sSlow
recvery from network faults and problems
withou network management and suppat
systems.

Another risk isthat wire doset cagpadty may
overflow due to incressed employee hiring
to suppat the Decennial Census.

Anather risk isthat U.S. Census Bureau deta
may be mpromised withou seaurity
aacessand encryption control systems.

The migration d enterprise servers to NT
must continue to keeg pace with techno
logicd advancements to med customer re-
qurements; manufadurers could stop
suppating older techndogy.

Anather risk is that a new voice mail system
may not be compatible with the old ore and
all U.S. Census Bureau mail boxes may need
to be reprogrammed.

The aility to correct performance prob-
lems with the Domain Naming System is
critica because mail traffic is increasing by
one-fourth and mail servers will not be ale
to handle the load.
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Anather risk is that the telephore company
may not be &le to provide the necessary
Integrated Services Digital Network service
to the Bowie Computer Center, the Silver
Hill Exeautive Plaza training fadlity, and
the Regional  Offices nealed for
videoconferencing.

Ancther risk is that the @sence of remote
aacessfor customers will prevent them from
performing necessary work after hours or
while ontravel.

Finally, our archives are not available on a
shared file server. We caina migrate a-
chives until servers arein a central location.
Lack of badkup processors in a caastrophe
could interrupt phore service

Systems Support

Within the Systems Suppat operation there
are risks asciated with na continuing
existing programs guch as IT training; SAS
and Oracle site licenses and associated
suppat; enterprise suppat, including back-
up solutions; and aher software and systems
development services. The following pro-
vides ome spedfic risks that have been
identified.

One risk is that if IT training is no longer
offered, thereis arisk of lower prodictivity.
Some dfects of not providing adequate IT
training across the U.S. Census Bureau
include:
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We do nd know what the dfeds would be
of delaying the site license renewal. We do
not know how quickly Oracle Corporation
would suspend suppat operations such as
delivering software upgrades and telephore
suppat or if they would withdraw their
onsitefield engineeq.

Customer Support

Establishing the Service Level Agreament
and Performance Measures program to
codify the type, amourt and level of
service/suppat, as well as measuring the
asociated results, is a method d mitigating
risks associated with controlling fraud,
waste, abuse and mismanagement. It is a
means of internal management control in
acordance with the Federal Managers
Financia Integrity Act of 1982, which
permits management to define the scope and
measure the results of the organization's
resource utilization. This in turn suppats
and alows a greaer degree of versatility in
guiding the operationa as wel as the
strategic direction d the organization. There
Is a degree of concern that the gpropriate
performance measures may not be selected;
however management has the flexibility to
modify, add or discad performance mess-
ures as it sees fit. If the program is not
implemented, management will not obtain
the degree of visibility to manage resources
from the maao as well as micro levels.
Addtionally, working with the astomers
through negotiated Service Level Agree-
ments permits both parties to come to a
common undaerstanding of the type, amourt
and level of service/suppat, and the use of
feedback in the form of measures against
goas. This common uncerstanding facili -
tates communicaions and fosters a syner-
gistic cooperative work environment. Ser-
vice Level Agreements and performance
measures are part of the integrated process
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that the U.S. Census Bureau isimplementing
to comply with the Government Perfor-
mance ad Results Act. Service Leve
Agreements and performance measures are
also in line with the latest in best industry
businesspradices.

The risk isin na providing good customer
suppat. We established a Customer Sup-
port Office to mitigate the risks that will
come from not providing systems and tele-
communicaions suppat at the service levels
that we alvertise and agree to with ou
customers.

Recruitment, Retention, and Training

We rewognize these personrel isses as
major risks for the IT Diredorate and the
U.S. Census Bureau and we ae working
with the Human Resources Division to
addressthem.

We ae identifying the various means of
requiting college graduates through Job
Fairs, offering recruitment bonuwses, and
recommending adjusted pay scdes. Our re-
tention rate has gabilized ower the last year
but we ae still having difficulty filling
vacancies that have occurred over the past
several years. We are using contrador sup-
port to supdement our federal work force.
A maor concern is that our workforce is
aging and we ae faang an exodus of talent
due to retirement within the next few years.

We ae establishing a Bureau-wide program
for those employees who wse computers in
their work. We ae defining career paths,
core mpetencies, and related training
through the use of Individual Development
Plans. We ae pladng emphasis on cevel-
oping highly skilled employees whom we
can assgn to various U.S. Census Bureau
projeds, as needs and friorities dictate. The
Bureau-wide management of IT pro-
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6.0 Enterprise IT Support Infrastructure Description

6.1 Detailed Description of Enterprise IT Support Infrastructure

Enterprise Help Desk Support

Efforts are underway to establish an
Enterprise help desk operation that will
consolidate several existing help desks
within the IT Diredorate and provide
“one number” for problem resolution.
This office will provide user asgstance
and informational services needed to
fadlitate user interadion with al U.S.
Census Bureau computer systems. It will
be the focal point for al problems and
questions related to the use of the U.S.
Census Bureau's IT resources. The
functions of this office will i ncorporate
the following:

Computer Support Center

The Computer Suppat Center provides
IT consulting services to dvisions and
offices of the U.S. Census Bureau with
particular emphasis on system troube
shoaing of al computer systems. They
serve astheIT focd poaint for recept and
resolution d computer troubde reports;
provide systems administration d the
enterprise help desk software; and
distribute information regarding the U.S.
Census Bureau's computer systems.
They support a wide aray of systems
including:

legacy and enterprise systems;
database management software;
proprietary administrative software;
systems accessand administration; and
desktop software.

Administrative Network Support

The Administrative Network Suppat
group provides network access technicd
assstance, and support for the Adminis-
trative Network to al Divisions and/or
Offices under the Associate Diredor for
Finance and Administration and the
Asxciate Diredor for Information
Techndogy, selected dfices and
individuals under the Diredor’'s Office
and ahers requesting assstance relating
diredly to microcomputers, Locd Area
Networks, and minicomputer systems.
Suppat provided includes:

e desktop operating system installation
and upgrade support and application
problem resolution;

- office automation application instal-
lation and upgrade support;

* Internet application installation and up-
grade support;

e enterprise-wide application access and
client support;

e limited operating system and application
training;

e complete network administration ser-
vices;

e network printing;

« file server ingtallation, upgrade, and
maintenance

« full tape backup and restore operations;

e network and microcomputer hardware
and softwar e research;

e hardware and software procurement
Services,

e limited microcomputer equipment dis-
tribution;

e production environment compatibility
analysis;

e limited production application support;
and

e dial-out modem poadl services.
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The following table shows the scope of Reliability
network printer and servers suppated.
Establishing reliability rates is somewhat

Network Support subjedive since aformal means has not yet
been fully implemented. Even withou pin-
mgxg;t Egercis iggg point figures, we are highly confident in the
. following estimates:
Network printers 300 Orowing estimates
NetWare servers 30 S 0%% to
erformance 99.9%
There is a Service Level Agreanent estab- ; s : -
i h L K Estimated Office
ished between t elAdmlnlstratlon Networ Range automation 99 3% to
Suppat group and its customers. The major applicaion 100%
fadors of service ae avail ability, reliability, eSS

problem resolution, and customer satis
fadion, we briefly describe these fadors
below: Problem Resolution
Availability Resporse time is dictated by the priority
assgned to the work request. The
Administrative Network Help Desk staff
assgns a priority to each work request as
they receive them, using a three-tier priority
system. This priority system is depicted in
the table below:

The Administrative Network Suppat group
Is avalable during normal work hous,
Monday through Friday; however, on-call
suppat is provided uponrequest. Server/
applicaion acessis avail able on a 24 hous/
day, 7 days'week basis. To minimize
service disruption, al scheduled server
downtime is coordinated in advance with
aff ected dvisiong/offices.

Administrative Network Help Desk Priority System

Priority Examples Response Time

Network login problems
Passwvord(s) reset
PC boot-up problems
1 Time sensitive requests/projeds Within 1 hour
Network printing problems
Virusinfeded workstations
WAN connedivity problems

Operating system installations and upgrades
Application installations and upgrades
Equipment install ations and upgrades

Non-Time sensitive requests/projeds |

Within 48 hours |
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of the enterprise gplications we manage
and suppat are:

e all software used to support 6,000 internal
cc:Mail e-mail accounts;

e all software to support Ontime users at
Headquarters;

e all software to support the Lotus Notes
M essaging environment; and

e the Lotus Notes infrastructure, which in-
cludes creating accounts, creating groups,
and accessng control lists for Notes
databases.

Our Enterprise Suppat Staff serves as a
point of contad to Locd Area Network
managers for client software distribution and
troubde-shoaing for al enterprise-wide
applicaions and provides the interface for
technicd staff at the National Processng
Center, Regional Offices, and Regiona
Census Centers for isaues concerning e-mail

cdendars, and Lotus Notes. In addition, for
enterprise systems, they:

manage and support all network Novell
servers hardware and software used for
the U.S. Census Bureau’s calendars and
projed management applications;

perform nightly backup on all enterprise
application systems and e-mail ;

monitor and analyzethe performance of the
Domain Naming System and Novell enter-
prise servers and systemsrunning e-mail ;
support network operating systems for the
U.S. Census Bureau’s divisional and direct-
orate Local Area Network managers;
provide interface between the National
Procesing Center and Headquarters on
isaues concerning server replication, Local
and Wide Area Networks, and work-
stations; and

manage and support all Domain Naming
Systems and Novell directory services on all
U.S. Census Bureau Novell servers.

6.2 Enterprise IT Support Infrastructure Progress Against Planned
Milestones

Enterprise IT Support Infrastructure Milestones, FY 98

Estimated Actual
Description Start | Finish | Start | Finish Progressto Date
Date Date Date Date
No milestonesto report

Enterprise IT Support Infrastructure Milestones, FY 99

Estimated
Deg:”pnon Start | Finish
Date Date

Actual
Start | Finish Progressto Date
Date | Date

Teleaoommunications

Improve Local and Wide Area
Networks: Install ATM capable 07/98 11/98
cardsin core switches

12/98 | Completed.

Improve Local and Wide Area
Networks: Continueinstallation of | 11/97 12/98
switchesin wire closets

12/98 | Completed.
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6.3 Enterprise IT Support Infrastructure Performance Measures

Please seesection 3.0,Enterprise IT Suppat Performance M easures.

6.4 Enterprise IT Support Infrastructure Risks

We have identified some issies/concerns
that neal to be addressed while atempting
to implement a centralized, ore-number help
desk.

Within the U.S. Census Bureau’s decentral-
ized help desks today, we have multiple
levels of operational sophisticaion. Some
are nat even automated. Using Remedy, the
enterprise help desk software, to share data
and implement good knavledge bases
requires extensive training.

Ancther risk is lak of standard operating
procedures. Each suppat unit has their own
procedures but for the most part they are not
documented. This will be amagjor, neces-
sary undertaking.

There ae numerous ftware products being
suppated today that consume excessve
suppat resources. To suppat the users in

the most effedive, efficient manner requires
that we enforce the standardization pdicy
and suppat only those products identified as
“uniform.”

Anather risk is ladk of fundng. Moving to
an enterprise help desk software will require
additional fundng that we do nd have this
fiscd year. Using funds that were origin-
aly dated for a desktop suppat contract
will reduce our capability to provide that
service d our expeded level.

The last risk is multiple suppat units with
multi ple suppat phore numbers. Moving to
a one-number help desk will require alot of
commitment from the suppat units.
Withou buy-in from the other IT areas, ou
users will continue to be onfused and
frustrated.

6.5 Enterprise IT Support Infrastructure References

The Enterprise IT Suppat Infrastructure is suppated by the foll owing planning documents:

Enterprise Printer Resources, Requirement | nitiative PRM AP9701, approved May 13, 1998;
Business Case Analysis for Standard Desktop Product Selection, approved February 25, 1998; and

Enterprise Personal Computer Management and Acquisition Plan, Requirement Initiative
PCM AP9601, approved December 5, 1995
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